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1. Product Introduction 
ChaosKey is a hardware random number generator. The noise source is a reverse-biased transistor junction which generates broad spectrum white noise when driven above the breakdown voltage. ChaosKey incorporates a 20V power supply which drives the transistor to generate approximately 20mV of noise. This is amplified by a high-bandwidth op amp by 20dB and sampled at 1MHz by the SoC's ADC.
2. Test theory
1.) Assemble boards with STM32F042G6U6 processor

2.) Connect via USB to computer

3.) Verify that device registers as new USB device to operating system
4.) Disconnect device
3. Test tools
Hardware:
· ChaosKey with STM32F042G6U6 processor
Software:
· None
5. Test procedure
5.1 Test Preparation procedure 

1) The STM32F042G6U6 is provided with a built-in boot loader which communicates with the host over USB.

2) Connect the ChaosKey device to a computer via USB.

5.2 Testing procedure
1.)  Verify that the ChaosKey appears as a new device to the computer operating system.
6. Test result
Please record the test results and defective phenomena.
